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Copyrights

© Teladoc Health, Inc. All rights reserved. This manual contains information including, but not limited to,
instructions, descriptions, definitions, firmware and software, which are proprietary to Teladoc Health.
Copyright information is protected under Title 17 of the United States Code. This information shall not be
copied, modified, or used in any manner that violates any rights of Teladoc Health. We will strictly enforce all
of our rights.

Patent(s):
https://teladochealth.com/patents/

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE FOUNDATION OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Microsoft® and Windows® are either registered trademarks or trademarks of Microsoft Corporation in the
U.S. and/or other countries.

Last updated: August 2023
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Virtual Care System

Health systems view virtual care as an extension of their services, relying on a combination of software,
hardware, networks, systems and people to work together to deliver improved access and care to their
patients.

Enabling healthcare’s only integrated virtual care platform, Teladoc Health powers virtual encounters at
clinics, healthcare facilities and patient homes for an integrated experience across a multitude of use cases.
Built on our cloud-based network, Solo™ is the backbone to delivering care anywhere at any time. It provides
users with everything they need to streamline their telehealth needs for fast user adoption.

Designed for healthcare, security and reliability

Our cloud-based, patented network ensures the industry’s highest standards for protecting and securing
sensitive healthcare information. Our downloadable and web-based platform allows users to access virtual
care across a broad range of consumer and telehealth devices in a variety of clinical environments.

Within a single platform, users are in control of their virtual experience with a configurable dashboard to meet
the unique set of preferences for every user. Layer Solo into your existing health information technology
system investments, or use it as the foundation to close your workflow gaps with our software modules;
creating a solution unique to you.

With Solo, you can connect people, systems, information technology systems, devices, and third-party
applications to enable telehealth solutions across patient journeys. Whether launching a scheduled visit,
providing care for patients, Solo provides a core set of tools to deliver virtual care to users with an immersive,
patient-centric view of their clinical work flows.
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Mobile Applications

Teladoc Health provides several mobile applications for our users, as indicated below:
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Overview

The iOS Provider App is used by Providers to connect to a known patient through an encounter or to an
unknown patient through a Care Location. It is used by both legacy and Solo customers.This guide is for
Practitioners, Schedulers, Nurses, and other medical professionals who use the Solo™ platform by Teladoc

Health™. The iOS Provider App provides the same functionality as the browser-based platform.

NOTE: Any and all names used in this document are only used as examples. They do not represent
true persons.

Are you looking for a sales representative? For the U.S. Contact Sales @ 1-877-484-9119.

Features

Supported features per Browser and iOS for the Provider Access software, used to by users to connect to a
session includes:

Browser Apps
: : . Desktop A
- Windows | MAC I0S Android iOS Apps P APP
(DAS)
Chrome | Chrome | Safari Chrome Tablet Mobile MAC |Windows
(Tablet& | (Tablet& | (iPad) (Pro- | (iPhone) (Pro-
iPhone) Mobile) vider App) vider App)
Ability to connect Y Y Y Y Y Y Y Y
Local Audio mute Y Y Y Y Y Y Y Y
Local Video mute Y Y Y Y Y Y Y Y
Chat with par- Y Y Not iPhone Not Mobile N/A N/A N/A N/A
ticipants but Yes iPad | but Yes Tab-
let
Invite / Multiparty Y Y Not iPhone Not Mobile N/A N/A N/A N/A
but YesiPad | but Yes Tab-
let

Share screen Y Y N/A N/A N/A N/A N/A N/A
Select / change Y Y Y Y N/A N/A N/A N/A
local camera

Select / change Y Y Y Y N/A N/A N/A N/A
input device (mic)

Select/ change Y * not safari N/A Y N/A N/A N/A N/A
local speaker

View Patient pro- Y Y Not iPhone Not iPhone N/A N/A N/A N/A
file but Yes iPad | but YesiPad
Teladoc
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Browser Apps

. . . Desktop A

- Windows | MAC I0S Android iOS Apps P APP
(DAS)
Chrome | Chrome | Safari Chrome Tablet Mobile MAC |Windows
View Clinical doc- Y Y Not iPhone Not Mobile N/A N/A N/A N/A
umentation but Yes iPad | but Yes Tab-
let
Conferring Mode Y Y Y Y N/A N/A N/A N/A
(Put Patients on
Hold)
VAD (Voice Activ- Y Y Y Y N/A N/A N/A N/A
ation Detection)
Priortization (of
thumbnails)
ID Speaker Y Y Y Y N/A N/A N/A N/A
Hide Participants Y Y Not iPhone | NotiPhone N/A N/A N/A N/A
/ Self (PIP) but Yes iPad | but Yes iPad
Manage Par- Y Y Y Y N/A N/A N/A N/A
ticipatns (Trans-
ferto
ID Who is Muted Y Y Y Y N/A N/A N/A N/A
Select/ change N/A N/A N/A N/A N/A N/A N/A N/A
remote camera
Box Zoom N/A N/A N/A N/A N/A N/A N/A N/A
Point to See N/A N/A N/A N/A N/A N/A N/A N/A
Select/ change N/A N/A N/A N/A N/A N/A N/A N/A
remote micro-
phone
Select / change N/A N/A N/A N/A N/A N/A N/A N/A
remote speaker
Stethoscope N/A N/A N/A N/A N/A N/A N/A N/A
iNIHSS images N/A N/A N/A N/A N/A N/A N/A N/A
Thermal Camera N/A N/A N/A N/A N/A N/A N/A N/A
support
Hide Remote PIP N/A N/A N/A N/A N/A N/A N/A N/A
Interpretive Ser- Y Y N/A N/A Y Y Y Y
vices (from
Grant)
Friends and Fam- N/A N/A N/A N/A N/A N/A N/A N/A
ily (from Grant)
Periperhals (from N/A N/A N/A N/A N/A N/A N/A N/A
Grant)
Blur Background Y Y * not safari N/A N/A Y Y Y Y
Persistent Blur Y Y * not safari N/A N/A N/A N/A Y Y
Insession Volume N/A N/A N/A N/A N/A N/A Y Y
Control
Notify Users they Y Y N/A Y Y Y Y Y
are Muted when
Teladoc
e1Q00C -10-
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Intended Use

The Solo™ software platform is intended to provide high quality, HIPAA compliant audio and video sessions
between a provider and a patient over the Teladoc Health Telehealth Network.
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Requirements
The following are the basic requirements for the iOS Provider Access software.
Broadband Speed

The bandwidth upload and download speeds should be above 300 kbps during busy times. If either is below
300 kbps, upgrade to a higher bandwidth. Data requirements can only be achieved over 4G networks. The
maximum roaming time must be less than 150 milliseconds. The cloud based Video-as-a-Service remote
presence network provides seamless connections to enable adaptive, bandwidth, frame rate video
resolution optimization, and latency and jitter handling. environments.

easy.net/speedtest/ can be used to run upload and download broadband tests.

[ NOTE: Websites like https://www.pcmatic.com/company/speed.asp or https://www.speak- J

Regulatory Compliance

e HIPAA Compliant
* GDPR Compliant

Security Measures

Provider Access software complies with the following security measures:

» Strong password requirements

o Certified HITRUST

» Auto Logout

» Encryption in the form of AES 256 Bit, TLS, SRTP, HTTPS
» Privacy Mode supporting integrated privacy handsets

* NAT/Firewall Traversal using a cloud based Remote Presence network for secure connections from
most any Internet connection.

Supported iOS Devices

iPad

The following iPads are supported:

IPad Device Model Identifier iOS 11 iOS 12 iOS 13 iOS 14
iPad Air iPad 4,1;4,2;and 4,3 X X
iPad Mini 2 iPad 4,4;4,5;and 4,6 X X

Teladoc
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IPad Device

Model Identifier

iPad Mini 3 iPad 4,7;4,8;and 4,9 X X
iPad Air 2 iPad 5,3;and 5,4 X X X X
iPad Mini 4 iPad 5,1 and 5,2 X X X X
iPad Pro (1st generation) iPad 6,7 and 6,8 X X X X
(12.9"
iPad Pro (9.7") iPad 6,3 and 6,4 X X
iPad (5th generation) iPad 6,11 and 6,12
iPad Pro (12.9") (2nd gen- iPad 7,1and 7,2 X X
eration)
iPad Pro (10.5") iPad 7,3and 7,4 X X X X
iPad (6th generation) iPad 7,5and 7,6 X X X X
iPad (7th generation) iPad 7,11 and 7,12 X X
iPad Pro (11") iPad 8,1; 8,2; 8,3; and 8,4 X X X X
iPad Pro (12.9") (3rd gen- iPad 8,5; 8,6; 8,7; and 8,8 X X X X
eration)
iPad Air (3rd generation) iPad 11,1 and 11,2 X
iPad Mini (5th generation) iPad 11,1 and 11,2 X
iPad Pro (11") (2nd gen- iPad 8,9 and 8,10 X X
eration)
iPad Pro (12.9") (4th gen- iPad 8,11 and 8,12 X X
eration)
iPad Air (4th generation) iPad 13,1 and 13,2 X
iPad (8th generation) iPad 11,6 and 11,7 X

iPhone

The following iPhones are supported:

Model Identifier

iPhone 5s iPhone 6,1 and 6,2 X X

iPhone 6 iPhone 7,2 X X

iPhone 6 Plus iPhone 7,1 X X
iPhone 6s iPhone 8,1 X X X X
iPhone 6s Plus iPhone 8,2 X X X X
iPhone SE iPhone 8,4 X X X X

Teladoc
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Model Identifier

iPhone 7 iPhone 9,1 and 9,3 X X X X
iPhone 7 Plus iPhone 9,2 and 9,4 X X X X
iPhone 8 iPhone 10,1 and 10,4 X X X X
iPhone 8 Plus iPhone 10,2 and 10,5 X X X X
iPhone X iPhone 10,3 and 10,6 X X X X
iPhone XR iPhone 11,8 X X X X
iPhone XS iPhone 11,2 X X X X
iPhone XS Max iPhone 11,6 and 11,4 X X X X
iPhone 11 iPhone 12,1 X X
iPhone 11 Pro iPhone 12,3 X X
iPhone 11 Pro Max iPhone 12,5 X X
iPhone SE (2nd generation) iPhone 12, 8 X X
iPhone 12 Mini iPhone 13,1 X
iPhone 12 iPhone 13,2 X
iPhone Pro iPhone 13,3 X
iPhone Pro Max iPhone 13,4 X

Teladoc
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Roles

The various Provider roles are:

Primary Roles

Practitioner

Can interact with patients and document on patient record (can access PHI); cannot do
admin tasks.

Practitioner Admin

Can do both Practice Admin + Practitioner tasks (without manually switching between roles).

Practice Admin

Ability to configure waiting rooms create users; cannot interact with patients; limited access
to PHI (i.e., can see basic demographic information).

Practice Admin + Practitioner

Can do both Practice Admin + Practitioner tasks (must manually switch between roles).

Practice Admin + Scheduler

Can do both Practice Admin + Scheduler tasks (must manually switch between roles).

Organization Admin

Practice Admin for all practices in the organization.

Organization Practitioner

A Practitioner with some admin capabilities.

Secondary Roles

Scheduler Can interact with patients and access (i.e., read) PHI, but cannot document on patient record
or admin tasks.

Nurse Role can enter or edit all or select data fields based on JSON configuration. If field(s) are con-
figured responses are display only and do not allow Nurse to enter, edit or omit data or edit.
Nurse cannot sign consult notes.

Back Office Can work with existing patient's data, can apply addendum to consult notes.

Front Desk The role used exclusively by Evergreen Health.

Patient The role associated with patients; only allowed access to Patient App (i.e., patient journey).

Guest The role associated with guest users invited to a video call from within the session; only
information collected about guests is name

Interpreter A user who is invited much like a guest but is marked with an ‘interpreter’ identifier that allows

us to treat that user as a special kind of guest.

Primary Roles

The function for each primary role is described in the table below.

Function

Organization Admin Practitioner Admin | Practice Admin Practitioner Organization Prac-

titioner

enable provider survey

enable Two-factor
Authentication

enable "Select a service" page
create/edit care locations

Fax Contacts (manual or auto)

Create users, reset the pass- X X

word for users

Log in to any practice in the X
organization, switch practice

Edit practice settings: X X

Teladoc
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Function

Organization Admin

Practitioner Admin | Practice Admin

Practitioner

Organization Prac-

titioner

Create or edit Service settings X X

Work with the patient: X X X
Search for patient X X X
Create patient X X X
Edit patient demographics X X X
View patient documents X X X
View device readings X X X
Dashboard X X X
Create new appointment X X X
Emergent consult request X X X
column

Emergent consult requestt - X X X
Accept or Decline ECR

Attend Video-call (session) X X X
Provider to provider call X X X
Invite participants to the active X X X
video-call

Screen-sharing during video- X X X
call

Add a document to the patient X X X
during video-call

Call to care location X X X
Manually change appointment X X X
status

Receive notifications about X X X
appointment status

Switch between Fit and Fill X X X X
mode for the Web and

Desktop platforms

Smart Notes Encounter X X X
Creation

Smart Notes (formerly visit X X X
notes):

Smart Notes Create X X X
Smart Notes Edit X X X
Smart Notes Comment X X X
Smart Notes Sign X X X

Teladoc
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Function

Organization Admin

Practitioner Admin | Practice Admin

Practitioner

Organization Prac-

Smart Notes Add addendum
text

titioner

Smart Notes View

Consultation Note - Create

Consultation Note - Edit

Consultation Note - Sign

Consultation Note - View

Addendum - Create

Addendum - Edit

Addendum - Sign Own

Addendum - View

Fax (manual)

Visit Summary

X I X | X | X | X | X | X| X | X|X|X

Audit Log

Provider survey

X I X | X | X | XX | X|X|X|X|X| X | X

Patient merge

X IX | X | X | X | X | X | X | X|X| X|X|X|X

Patient survey

Users with a large number of
Care Locations can display
them quickly.

My Apps / Third Party Apps -
View

View Audit Log

Report Generator (CSV)

Data Download (CSV)

Data Download (XML)

X | X | X | X

Secondary Roles

The function for each primary role is described in the table below.

Function

Work with the patient:

Scheduler
X

Back Office
X

Front Desk

Nurse

Patient

Search for patient

X

X

Create patient

Teladoc
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Function Scheduler Back Office Front Desk Patient
Edit patient demographics X X X
View patient documents X X X
View device readings X X
Dashboard X X X
Create new appointment X X X
Emergent consult requestright X X
column
Fill medical forms X
Fill consent forms X
Attend Video-call (session) X X
Provider to provider call X X
Invite participants to the active X
video-call
Screen-sharing during video-call X
Add a document to the patient X
during video-call
Call to care location X X
Manually change appointment X X
status
Receive notifications about X X X X
appointment status
Smart Notes Encounter Creation X
Smart Notes (formerly visit X X
notes):
Smart Notes Create X X
Smart Notes Edit X X
Smart Notes Comment
Smart Notes Add addendum text X X
Smart Notes View X X X
Consultation Note - View X X X
Addendum - View X X
Fax (manual) X X
Visit Summary X X X
Audit Log X

Teladoc
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Function Scheduler Back Office Front Desk Nurse Patient

Provider survey X X

Patient survey X

My Apps / Third Party Apps - X X X
View

View Audit Log X

Data Export

Report Generator (CSV) X

Multiple Roles
Practice Admin can create the following multiple-user roles:
 Practitioner and Practice Admin

e Scheduler and Practice Admin

» Organization Admin and Organization Practitioner

Teladoc
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Getting Started

Install and verify the iOS Provider App.
Obtain an Apple ID to download.https://appleid.apple.com

Acquire the Teladoc Health Provider App from the Apple Store.
Use https://apps.apple.com/us/app/intouch-provider/id1416079653 or search.

Select the Teladoc Health Provider App.
Select GET to download it.

a & b

® Provider

6. Select the Teladoc Health Provider App.

o0 =000

The number in the top right corner of the screen represents how many updates are available. Visit the Apple
App Store to download updates.

Logging In (iOS)
1. Select the practice.

2. Login by entering the Practice URL or select to continue with an available URL from the bottom of the
screen, which is provided to you by your Practice Admin.

NOTE: If a user is locked, an error message will inform them that their account will be
temporarily locked. Wait 30 minutes and initiate a Password reset flow.

Teladoc
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Teladoc Health Provider

Teladoc.

HEALTH

Practice URL

Or continue with

solohealth.demo.visitnow.org

intouch.visitstaging.org /
>,

3. Enter your user name and password that were provided to you by Teladoc Health.

Teladoc.
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Email or Username

Forgot your password?

[ Enterprise Sign In > ]

[ Create Account > ]

/>

4. When done, select Sign In.

Teladoc
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Reset Password
To reset your password, follow the instructions. For a new password, contact your Practice Admin for your
company.

1. If you forgot your password, click Forgot Reset it.

2. Torecover your Username, call Technical Support or open chat by clicking the Chat with a Live Agent
link.

Teladoc.
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Reset Password

User information

Username or Email

¥ou must enter the username or the email
address associated with your user account.

e _

/>

Enter your Username and email address.
Select Log In when done. You should receive an email to reset your password.
Select the link from your email.

Enter your email.

N o g ks

Select Continue when done.

Enterprise Login

Enterprise login is for hospitals provisioned by Teladoc Health to use hospital credentials.

NOTE: Customers who distribute SSM enterprise systems can install a Mac version of the Teladoc
Health Desktop App that will not auto-update.

1. On the login page, click Enterprise Sign in near the bottom of the page.
2. Enter the domain name provided to you by Teladoc Health.

3. Select Continue.

Teladoc
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4. Sign in using your hospital credentials.

Teladoc
Enterprise
C ]
[ Regular Sign In b ]

C 1=

Support />

Push Notifications

Practitioners can receive push notifications for the notifications listed below. Users can set push notifications
themselves from their user settings or their administrator can set notification as default.

( NOTE: Push notifications for providers are only available for idP users. ]

Teladoc
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Fationt's Vick Completo

Patient waiting

Patient on hold

Provider to Provider
Notification from Provider

Patient Arrived

© g s~ w D =

Patient Left waiting room before being seen

Notification Errors

The following are operational notifications the user receives for errors and during other workflows when

required.

The following errors and/or messages may apply:

Teladoc
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Patient Arrived
Patient Waiting
Patient LWBS
Patient cn Hedd
Prosicher to Provider

Motification From Provider
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» Microphone or camera are being blocked for microphone or camera issues.

» Stream error when the Teladoc Health Provider App is trying to detect the reason for failure or when
the reason is unknown.

» Participant cannot connect due to network issues when connection with the Teladoc Health Network
fails.

» You are muted when a user attempts to speak when their audio is muted. The notification will dismiss
itself after a certain time or if the user unmutes themselves.

Permission Access Screens

When you install a Teladoc Health iOS App, you are requested to grant different permissions for the
microphone, camera, notifications, and local network.

Get started page:

Camera and microphone:

Teladoc
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See and Hear your patients

Notification:

Allow Push Netifications

Teladoc
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See and Hear your patients

Receive Notifications

Allow Push Notifications

-26 -



Local network access:

Enable Direct Calling
mprove the quality of y 118 by Sliowing drect

Enable Direct Calling

Pre-Call Diagnostics

Pre-Call Diagnostics provides a method to test your video connection. It is available from the iPad, but not
Phone.

NOTE: In the event that a firewall or other security appliance prevents adequate access to the
Teladoc Health Network, you will be notified with troubleshooting steps.

1. Make sure permissions to use your camera and microphone are enabled.

2. Select the Test Connection button.

Teladoc
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4 )
Teladoc

Pre-Call Diagnostics

Please allow your browser to access your WebCam and Microphone. If you do not see this prompt or a video
preview of yourself, you may need to check your browser settings.

3. Agreen bar will display as your test progresses.
4. When done, a green SUCCESS checkmark will appear.

< o
Teladoc

Pre-Call Diagnostics

Success

Error Messages
Users will receive the following error message next to each user who fails to publish their videos' as
described below:

1. When another user fails to publish due to a microphone or camera issues. Message: Microphone or

camera re being blocked.

Teladoc
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2. When another user fails to reach the Teladoc Health Network. Message: Participant cannot connect
due to network issues.

3. When a users App is trying to detect the reason for a failure or when the reason is unknown. Message:
stream error.

IMAGES TO COME

Teladoc
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Manage Patients

The Practitioner, Scheduler, and other medical personnel are responsible for managing the patient's
information, data, scheduling, episodes of care, and status as they progress thru their patient journey. Go to
the Manage section of the MA-20171 Practitioner-Scheduler User Guide.

User Icon

Select the User Icon, located in the upper, right corner, to set your profile and notifications. Go to the User
Icon section of the MA-20171 Practitioner-Scheduler User Guide.

Schedule

You can schedule an individual or group session by using Schedule from the left navigation panel or by
inviting a patient, or participants, using the Teladoc Health Solo platform on your iPad.

( NOTE: Refer to the Schedule section of the MA-20171 Practitioner-Scheduler User Guide. ]

1. Select Services from the left navigation panel.
2. Select a service bar from the Services screen in the middle panel.
3. Select the Schedule + button from the right, top corner.

California Wellness Schedule + J » Service Info

Cdl fornia Wellness \".I.S". Now
e [ Or. Michas! Fischer Il 41
A Emergentrequest [t e (S
URL

hittps: fdemasisitnow.orgfésade’ a

[ Care Locations

E Patients —
Rogers, Cheryl - 22d 16h 26m
e s saser el Viewn cigned 13
B Encounters Email
san rter Phone
Lieberman, Mary Z2d 77h 28m E
Age 33 L Viewp saigred
san
Yang, Sam d15h2om
e FR— " InTouch Health IBad Mini Viewp celoned lJ

4. To schedule an appointment for an individual patient, click on the Patient tab on the New Visit screen.

( NOTE: For a group visit, create a Group Name. ]
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New Visit

Patient Group

Name

Q, Search Patient Name
Visit
Service

California Wellness

Patient Will Connect Through

Patient's personal device
Patient private device will be used

Provider

Q, select Provider

5. When done, click on the Confirm button.

Teladoc
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You can request a consult from this device
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Provider

Q. Dr. Michael Fischer (%X Y
Date Start Time End Time

12/09/2022 0335 FM 03:50 PM
Watchers

The members listed in the field will receive notifications about this visit
based on their settings

Q. Brian Bartky X v

More Options

. Go to Appointment Summary Page

> View More

Patient Visit
1. Enter the information requested for your patient.

2. Select a date using a date picker.

Date Start Time End Time
N ZT(2020 1145 AM
Jan, 2020 > t S5m f

2 .23 2 30 A

3. Select the Start Time field from the selection menu.

Teladoc
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Drate Start Time End Time
01/27/2020 11:55 AM 12200 PM

01;2?}’2020 » Dwuration:] Sm v

I_. l'. S

#
e
|
I
!

Na |

|

|

|

09a | | |
|

|

2p | |
|

i

olp |
i i -
1 imang T rcs et E e T he 288 s dre 1L AN bfn S . AT RRE-BAS AN

4. When done, select Confirm.

Group Visit

1. Click on the Group tab to schedule a group session.

New Visit

Patient Group

Group

Q, Group (%]

No names matching "Group" were found.

Visit

Service
California Wellness v

Date Start Time End Time
12/09/2022 03:35 PM 03:50 PM

Teladoc
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2. When done, click on the Confirm button.

Patients @i ®e
- Group
Davis, Brian coe 01/011950  Gender U solo1D 707350 Access  Private
. Services California Wellness
Edit Group Patients 1
Visit Edit Group

Service

California Wellness

Date Start Time End Time
12/09/2022 03:35 PM 03:50 PM
More Options

. Go to Appointment Summary Page

» View More

' Group Was Saved

W

Appointments

Manage your patient's schedule by resending patient invitations during a virtual encounter, modify your
patient's appointment status, and cancel Go to the Appointments section of the MA-20171 Practitioner-
Scheduler User Guide.

Modify

The Practitioner or other medical personnel can modify patient sessions.

NOTE: Review the MA-20171 Practitioner-Scheduler User Guide to learn how to add, search and
view patients, status, edit patient profile, and episodes of care. You can’t change the time and date
for an existing session.
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The session

A session is a virtual visit between a patient and their physician or medical professional. Practitioners can
connect to their sessions immediately after they have been created, prior to the patient checking in. This is
useful in high-acuity and emergent situations when a practitioner needs to quickly connect. A reconnection
changes your call status.

Preparation

Prepare by reviewing your patient's history, queues, and appointment details, and by selecting and inviting
an interpreter if one is requested. Review the Encounter Preparation section in the MA-20171 Practitioner-
Scheduler User Guide.

Use Encounter from the left navigation panel to select and Encounter to connect from

Connect

Once your patient checks in, a Connect button will appear automatically. Select it to begin.

NOTE: The patient will be notified with a push notification when their practitioner joins a virtual
encounter.

Teladoc
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iPad iPhone

de la Rosa, Joe

Gender MAge 62D0B 03/24/1959 MRN 129830198230

Search Patient Imaging

Continue Note

< All Visits (8)

& Brian Smith

Cender M
Age 31
DOB 04131990

Solo 1D 610810

Your session will begin. Similar to other Teladoc Health applications, the controls for the virtual encounter
are at the bottom of the screen. Users can view hidden controls by selecting more options.

Features

Supported features per Browser and iOS for the Provider Access software, used to by users to connect to a
session includes:

Browser Apps
: : . Desktop A
] Windows | MAC I0S | Android iOS Apps P APP
(DAS)
Chrome | Chrome | Safari Chrome Tablet Mobile MAC |Windows
(Tablet& | (Tablet& | (iPad) (Pro- | (iPhone) (Pro-
iPhone) Mobile) vider App) vider App)
Ability to connect Y Y Y Y Y Y Y Y
Local Audio mute Y Y Y Y Y Y Y Y
Local Video mute Y Y Y Y Y Y Y Y
Chat with par- Y Y Not iPhone Not Mobile N/A N/A N/A N/A
ticipants but Yes iPad | but Yes Tab-
let
Invite / Multiparty Y Y Not iPhone Not Mobile N/A N/A N/A N/A
but Yes iPad | but Yes Tab-
let
Share screen Y Y N/A N/A N/A N/A N/A N/A
Select / change Y Y Y Y N/A N/A N/A N/A
local camera
Select/ change Y Y Y Y N/A N/A N/A N/A
input device (mic)
Select / change Y * not safari N/A Y N/A N/A N/A N/A
local speaker
View Patient pro- Y Y Not iPhone Not iPhone N/A N/A N/A N/A
Teladoc
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Browser Apps
. . . Desktop A
- Windows | MAC I0S Android iOS Apps P APP
(DAS)
Chrome | Chrome | Safari Chrome Tablet Mobile MAC |Windows

file but YesiPad | but Yes iPad

View Clinical doc- Y Y Not iPhone Not Mobile N/A N/A N/A N/A
umentation but YesiPad | but Yes Tab-

let

Conferring Mode Y Y Y Y N/A N/A N/A N/A
(Put Patients on

Hold)

VAD (Voice Activ- Y Y Y Y N/A N/A N/A N/A
ation Detection)

Priortization (of

thumbnails)

ID Speaker Y Y Y Y N/A N/A N/A N/A
Hide Participants Y Y Not iPhone Not iPhone N/A N/A N/A N/A
/ Self (PIP) but YesiPad | but YesiPad

Manage Par- Y Y Y Y N/A N/A N/A N/A
ticipatns (Trans-

ferto

ID Who is Muted Y Y Y Y N/A N/A N/A N/A
Select/ change N/A N/A N/A N/A N/A N/A N/A N/A
remote camera

Box Zoom N/A N/A N/A N/A N/A N/A N/A N/A
Point to See N/A N/A N/A N/A N/A N/A N/A N/A
Select/ change N/A N/A N/A N/A N/A N/A N/A N/A
remote micro-

phone

Select/ change N/A N/A N/A N/A N/A N/A N/A N/A
remote speaker

Stethoscope N/A N/A N/A N/A N/A N/A N/A N/A
iNIHSS images N/A N/A N/A N/A N/A N/A N/A N/A
Thermal Camera N/A N/A N/A N/A N/A N/A N/A N/A
support

Hide Remote PIP N/A N/A N/A N/A N/A N/A N/A N/A
Interpretive Ser- Y Y N/A N/A Y Y Y Y
vices (from

Grant)

Friends and Fam- N/A N/A N/A N/A N/A N/A N/A N/A
ily (from Grant)

Periperhals (from N/A N/A N/A N/A N/A N/A N/A N/A
Grant)

Blur Background Y Y * not safari N/A N/A Y Y Y Y
Persistent Blur Y Y * not safari N/A N/A N/A N/A Y Y
Insession Volume N/A N/A N/A N/A N/A N/A Y Y
Control

Notify Users they Y Y N/A Y Y Y Y Y
are Muted when
Teladoc
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iOS Provider Dashboard

The Provider iOS App dashboard has the same functionality as the web version. Similar to other Teladoc
Health applications, the controls are at the bottom of the screen. Users can view hidden controls by clicking
on More.

( NOTE: See the MA-20193 iOS Provider App User Guide. ]

Use the buttons at the top of the screen to navigate and view pages.

* Back (<). Click this button to view the previous page.

* Refresh (Q): Click this button to reload the current page.

NOTE: Similar to other Teladoc Health applications, the session controls are at the bottom of the
screen. Users can view hidden session controls by clicking on more option.

Teladoc
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.o '

Raina Lalonde ==

Brian Smith

L —

B ¢ x m
Mute End Mute
Session Video

Invite Participants

Switch Camera

Hide Video Thumbnails

. feon ... Descipon
1 Name: Name of User.
2 Thumbnail: Picture in Picture: The video taken by the selected camera of your iPhone or iPad will
be displayed in a Picture In Picture (PIP) box at the upper right corner.
3 Main Screen The main screen of practitioner
4

Chat: Select to chat with Teladoc Health Technical Assistance Center. Under More on the iPad.

Mute Audio: Microphone: Tap the Microphone icon to mute the microphone. When muted you will

\)
not be heard on the device. iPhone displays

Teladoc
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Key Icon Description

6 End Session: Tap the End button to disconnect from a sessionr. You will be prompted to confirm
that you wish to disconnect. Tap, Yes to disconnect.

7 Mute Video: Tap the Mute Video icon to stop displaying your image on the Patient Access Device.

8 More: For the iPad and iPhone, the More includes other options, such as camera options.

View Features

User canasily identify which features are enabled in the drawer

Fit to Frame

Users can change the video of other participant to Fit to Frame or Fill frame. Fill frame will crop the other
participant's video and fill it within the view frame. Fit to frame will let the user see other participants complete
video frame within the view frame.

Teladoc
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Fit Video to Frame Fill frame with video Fit Video to Frame

Invite Participants
Invite your patient, an interpreter, other practitioner or expert.

1. Select Invite Participants.

2. Select to Add a participant from the top of the screen.

Raina Lalonde = Add Participants

Lalonde, Raina

Search Patient Imaging Q

< All Visits (38)

Visit

V1272021 0810 oM ECXED

3. Select the Copy invitation link to send an email to your patient automatically. If your patient has the iOS

App installed on their device, it will launch when they select the appointment link.

Teladoc

HEALTH

-41 -



NOTE: Nudge users to native app: If the user has the appropriate iOS App installed on their
device and when a user clicks on the appointment link, then it will launch the iOS App and take
the user to the appropriate screen in the app.

Teladoc
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ADD PARTICIPANTS

« INVITE « INTERPRETER = PRESENT « PATIENTS

Enter Doctor Name to Invite
Get a link for this call

https://patient.visitstaging.org/a/ugO Copy 0

Send invite to this call

You are being invited to join an online virtual visit with

a InTouch provider. This may have been at the request
of a patient who wanted you to be included in their
visit. Click the link below to launch and join the visit.

4. Enter your phone number in the Invite by Text Message to receive a SMS message.

5. Practitioners can put individual patients On Hold within a session so they can have a private
conversation with other users. Practitioners can then resume the on going call with their patient by
clicking on the Resume button.

Teladoc
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Invite Interpreter

Invite your interpreter. See Invite Participants

When the Interpreter accepts the call and will be joining soon, notifications are dismissed automatically

1. Select Invite Interpreter from Add Participants.

Add Participants

2. Select available language from the list. You can see an estimated time for the interpreter to join the
session

3. Press the Invite Interpreter button.

Teladoc
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4. Provide Notifications to users based on the status of their interpreter request.

NOTE: When the Interpreter accepts the virtual encounter invitation, the notification is
dismissed automatically when they join.

NOTE: A practitioner or other medical professional can see interpreter service-specific
notifications in the session when they request an interpreter in the session.

5. Practitioner can cancel an interpreter request and make another request.

( NOTE: In the Invite panel, the Interpreter Service tab is hidden if the service is not enabled. ]

Teladoc
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NOTE: The languages of Spanish (Spain), Chinese (Hong Kong), English (Canada) English (United
Kingdom), German (Germany) Greek (Greece), Portuguese (Brazil) Portuguese (Portugal), and
French (France) Italian (Italy) are available.

Portuguese (Brazil)

Teladoc

Iniciar Sessao

End Session
Once you complete your session, End the Session.

1. Select the X from the bottom of the screen.
2. Select Leave the Call, End the call for All, or Cancel from the dialog that opens.

3. End the call for All will remove your patient from Services.

Teladoc
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Leave Call

NOTE: The dialog provides more context when ending or leaving a session for a more intuitive

experience.

1 Provider, 1 Patient

| |
Leave Call
nikki will be placed on hold.
Leave and Hold Call
End Call for All
Cancel
= |

Multiple Providers,
1 or many Patients

s

Leave Call

This call with continue unless you end
the call for all participants

Leave Call

End Call for Al

Cancel

1 Provider, multiple Patients

Leave Call
All patients will be placed on hold.

Leave and Hold Call

End Call for Al

Cancel

X

X

Leave
Call

End
Session

4. Prompts will inquire about your virtual encounter.

Teladoc
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How was the call?

5. If your Practice Admin enabled provider surveys, a provider survey will be provided automatically.

6. Fill out all the fields in the survey.

Provider Survey
Widhpo Chuaalty
£ | Emzalsil]

2 [ Babow Svraige)

Ausdio Guality
5 |Excamrit]

2 [Bedow fvprage)

Easaw of use
& [Encaberit]

2 [Bebea Annr gt

Connect or First Ca

his] o

Crverall Satataction rate
5 [Extrdrriahy Satiifed)

2 |Shghehy Satisfied)

Timae requiremant for Sntes Wit in minetes

[ Answer all guestons and select Save ]
4 [Cosd)  JEREEEE
1[Paor]
4 [Cood) 3 [Average]
1 [Po=nr]
&[G 3 Average]
T[]
& [Very Satefed) 3 (Meutral)

1Mot at all Satisfied)

7. When complete, select Save.
8. Once your session ends, your patient's status will change to Complete and their name removed from

Services.

Notification Errors

The following are operational notifications the user receives for errors and during other workflows when

required.

Teladoc
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The following errors and/or messages may apply:

» Microphone or camera are being blocked for microphone or camera issues.

» Stream error when the Teladoc Health Provider App is trying to detect the reason for failure or when
the reason is unknown.

» Participant cannot connect due to network issues when connection with the Teladoc Health Network
fails.

* You are muted when a user attempts to speak when their audio is muted. The notification will dismiss
itself after a certain time or if the user unmutes themselves.

iOS Low Battery

When a user joins a call from a device that has a low battery, then they will be presented with an alert with
instructions to plug in their device.

NOTE: Users will not be able to use battery consuming features like '‘Blur background' when their
battery is low.

Switch Camera

Hide Video Thumbnails

Connect your device to a r
source to prevent this call from
being disconnected.

Dismiss

a ¢ &
The battery level is too low to enable

Chat P - _ R this feature. Connect to a power
source and try again.

Options

A variety of options are available from the video viewing screen.

Teladoc
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The options are:
Chat
Thumbnails

Blur Background

Chat

Chat with any participant during your virtual encounter. The chat icon will flash between blue and white when
you receive a chat message. Any participant can initiate chat.

1. Select the Chat icon.

2. Enter your message in the text area of the dialog.
3. When done, select Send.

Teladoc
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Thumbnails

Thumbnails are re-arranged at the top of the screen. Users can scroll through all thumbnails.

Enable and Disable

Users can enable and disable (hide) the thumbnails that display on the view screen by clicking on them.

Teladoc
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Jane Doe ==

Prioritize Thumbnails

Users can view the thumbnail for a participant who is speaking or has spoken recently because the
thumbnails are prioritized. A notification of the active speaker is provided along with a new icon.

NOTE: This feature can be enabled and disabled. On iPhone this feature is enabled and disabled

automatically.
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User In User In
Mmain screen Thumbnail

Userin
main screen

User in
Thumbnail
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Blur Background

A user can now blur their background by going to the drawer and selecting Blur Background in a session.
Blurring background might not prevent sensitive information from being visible to other people in the call.

NOTE: Providers using Chrome can blur their background to conceal their environment to ensure
increased privacy during a session.

Blur Background Capabllities

Teladoc Health Teladoc Health Teladoc Health
Web App Provider for iOS Provider
aka: WebPAS, WA aka: 05 Provider Aka: DAS WinPAS
05: Windows, MAC, 105 0%: 105 05: Windows & MAC 05 Windows 05: i05
Use: D2C and some TD Use: D2C and some TD Use: D2C and some TD Use: Full Featured for Use: Full Featured for Devioe
Health Device Features Health Device Features Health Device Device Acceis Access
Type: Browser Based Type: App on Apple App Type: Client Application Type: Client Application Type: App on Apple App Store
Chrome, Safari & Firefox Store
Eﬂ'l'..fﬂ::mlﬂ'r edium Best fﬂl’:ﬂmﬂm Best for Med-High Acuity Best for All Acuity Best for All Aculty

+

0Tl

Supported: Chrome Only
Unsupported: Safari, Edge. Firefox, Android/Chrome, Android App

The blur background feature works with the following devices:

( NOTE: This feature will not appear as an option on other devices.

iPhone - iXS and XS Max,
XR, 11, iProand 11 Pro Max
SE (2nd generation)

12 and 12 Mini

12 Pro and 12 Pro Max

Teladoc
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13 and 13 Mini
13 Pro and 13 Pro Max
« iPad - 8th and 9th generation

» Mini 5th and 6th generation

« Air 3rd generation, Air 4th generation

e Pro 11-inch 3rd, 4th, and 5th generation

* Pro 12.9-inch 3rd, 4th, and 5th generation

Invite Participants
Switch Camera

Hide Video Thumbnails.

Blur Background

Teladoc
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Before

Patient =

Mute Audio

Users are presented with the message You are muted when they talk if their audio is muted. This notification
will dismiss automatically after a certain amount of time or if the user unmutes themselves.

Users can see which users have their microphone and camera muted using a muted microphone and
camera icon next to each participant's name.

Teladoc
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Emergent Care Request

Emergent Care patients are not required to have an appointment. Go to the Emergency Care Request
section of the MA-20171 Practitioner-Scheduler User Guide. You can only connect to a Care Location using
your iPad; not your iPhone.

( NOTE: A practitioner can accept or decline an Emergent Consult Request. J

1. Use youriPad and select Care Location from the left navigation panel

Care Locations

@ ENG Klosk

L G.c leta Hespital Lite 4 with Boom

@ ITH Eng: PDavidson (11600) I -
@ .L:Temc- 05 Viewpoint (Patlent Horne)

@ ?emc- Lite 3 ([Emergency Room)
@

Dema-Lite & [Emergency Resm)

@ Dema-Lite & with Boom [NICU)

hitpsfsolohealth.demo.visitnow.org/care-locations m

2. Select a device or Care Location with a status of ready by clicking on its name. The status is displayed
on the right of the device name.

Device Status Icon| Description

U Device is ready

U Device is busy

Device is off-line

3. The right panel will populate with device information and a Connect button.
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de la Rosa, Joe

Cender MAge 62008 03/241959 MRN 129830198230

Search Patient Imaging

Continue Note

< All Visits (8)

4. Your session view opens.
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Practitioner to Practitioner

Connect to collaborate with experts during your session.

( NOTE: You can only connect as a Practitioner using your iPad; not your iPhone.

1. Select Queue from the left navigation panel.

March 10

Lieberman, Mary " n fior v v
Jar f v Anxiety San Diego Wellness

acye 51 .
Care Locations Center
Patients i
Rogers, Cheryl R n for Wisit ) ,
AgesS  Genderf Heart San Diego Wellness
- Center
Imaging
Analytics Yang, Sam lor I Each He
bR N _q aricer m San Diego Wellness :g';nbtf_\ I.IL"I[I‘
Center Viewpoint

Encounters

Services

Caller

1. Enter your name in the PROVIDERS text box from the right panel.

2. Use the search bar to locate a practitioner.

&0
[ Brian Ba - —— ]

@ BB BrianBa Connect

"

3. When done, select Connect

Receiver

1. Receiver: Select the bar with your name from the Direct Call dialog.

Teladoc
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InTauch Health

IPad Mini
Viewpoint

InTouch Health

IPad Mini
Viewpoint

33995 m E

mmm N

s066m  AJ)

* Providers

Care Locations

ENG Klosk

ITH Envg: PDavidson
ME00)

Teladoc Health IPad Mini



Direct Call cfm—

| {
Brian B Scheduler o min

2. Select Connect to begin your session.
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iIOS Resources

A variety of resources assist you in your use of the iOS Mobile version of the Teladoc Health Solo software.

The options are:

IOS Update
Troubleshoot Audio and Video

Verify Microphone

Verify Camera

Settings

Give permission to use your camera and microphone. Make sure your iPad or iPhone camera and
microphone have been enabled.

Teladoc
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../../../../Help Site/Online Help/Mobile Apps/Verify iOS App Up-to-date.htm

8:04 AM  Thu Apr 29

-

J
(<]

“
O

g Provider

H

Settings

HHS Provider
iMovie
Keynote
Numbers
Okta Verify
OneDrive
Outlook
PACSViewer
Pages
Patient

Protect

Provider Access

Quantum

Slack

G TDH Providers

Troubleshoot audio and video

ALLOW PROVIDER TO ACCESS

Local Network

LN Microphone

U Notifications

Badges
PROVIDER SETTINGS
VERSIONS

App Version

SDK Version

= 77% )

ollelle

42.0.0 (51)

4.4.0 (37)

NOTES: Make sure no other apps are using your mic or camera before trying any of the links below.
If you are still experiencing issues after following these troubleshooting instructions, please contact

your healthcare provider.

Verify Microphone

Follow the steps below to test your audio.
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1. Tap the Settings app.
2. Tap Provider.

1218 PM  Tue Jun 8 = 7%

Settings Provider

2 HHS Patient
ALLOW PROVIDER TO ACCESS

.©  HHS Provider
. @ Local Network o
y=d iMovie
. Microphone s—— o
T Keynote
81 Camera C
[l Numbers
Siri & Search
9 Okta Verify o
Notifications
Badges
@ OneDrive "
& Outlook
. PROVIDER SETTINGS
.. Pages
€ Patient
VERSIONS
@ Protect App Version 42,01 (1)

M. Provider Access

Quantum
4 Slack

@ TDH Providers

3. Tap the Microphone slider to enable it to green.

Verify the Camera

1. Tap the Settings app.
2. Tapon Provider
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1218 PM  Tue Jun 8 = 7%

Settings Provider

©  HHS Patient

o

ALLOW PROVIDER TO ACCESS

Local Network

Microphone

.2 HHS Provider

iMovie

888

Keynote
& Camera <+—
alt Numbers
Siri & Search
0 Okta Verify o
Notifications
Badges
@ OneDrive o
& Outlook
) ) PROVIDER SETTINGS
4 Pages
€ Patient
VERSIONS
@ Protect App Version 42,01 (1)

M. Provider Access

Quantum
4 Slack

(&) ToH Providers

3. Tap on the Camera slider to enable it (green).
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HIPAA

As a business associate, Teladoc Health is subject to compliance of the law under 45 CFR §164.308
(Administrative Safeguards), under 45 CFR §164.310 (Physical Safeguards), and under 45 CFR §164.312
(Technical Safeguards) to maintain and transmit protected health information in electronic form in connection
with transactions performed by the customer (covered entity).

The policy of this organization is to ensure, to the greatest extent possible, that Protected Health Information
(PHI) is not intentionally or unintentionally used or disclosed in violation of the HIPAA Privacy Rule or any
other federal or state regulations governing confidentiality and privacy of health information.

There are a number of safeguards implemented into the telehealth system to ensure that the system
complies with the latest HIPAA regulations. One of the key requirements is Teladoc Health’s ongoing
implementation and updating of its HIPAA security policies and procedures to ensure for the availability,
security, and privacy of telehealth connections and ePHI (electronic protected health information). Teladoc
Health maintains a policy to ensure workforce HIPAA compliance and training. Teladoc Health additionally
maintains HIPAA security policies and procedures, a data destruction policy, and security incident response
procedures.

Guidelines for Compliance

The telehealth system helps hospitals and medical professionals comply with HIPAA regulations. The tabs to
the left describe some of the ways the telehealth system supports HIPAA compliance.

HIPAA requires all healthcare organizations to have policies and procedures, and the guidelines to the left.
However, these may not cover all situations for a specific organization. For example, from time to time,
automatic software upgrades may be downloaded which may contain new features. Teladoc Health will
inform users of significant features added, their impact and how they may affect HIPAA policies, procedures,
and safeguards.

Access to Provider Access

The computer using the Provider Access should be placed in a location that is only accessible to individuals
who have authorized access to Protected Health Information (PHI). It is recommended that Provider Access
be password protected via a Windows or iOS user account.

Only authorized users should have passwords, and users should safeguard passwords according to hospital
policies and procedures. Passwords should be treated as highly confidential information. If you believe your
password may have been compromised, it should be changed as soon as possible. Change your password
by clicking on the "Forgot Password" link on the login screen of the Teladoc Health Provider Access.

The Auto Logout feature is set to log out of the Teladoc Health Provider Access when the system is inactive
for 30 minutes. Also, all users should be trained to log out of Windows, iOS or the Virtual Private Network

Teladoc
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(VPN), when away from the system for any period of time. This is important for security reasons, so that any
person attempting access to the Provider Access will be required to enter a password for secure access.

Discussion and Display of PHI

From time to time a physician will likely engage in remote communications with patients and medical staff in
which patient information (records, images and video) will be discussed or displayed. In general, the same
care should be exercised as though the physician were physically present. For example:

» Use Head rotation to look around and see who else is nearby and might see or hear the sensitive
information, and use appropriate discretion.

» Use the microphone mute button when conversing with someone alongside the Teladoc Health
Provider Access to avoid the inadvertent conferencing of patient-related conversation.

» The Teladoc Health Provider Access screen should be positioned to point away from public areas, so
as not to be visible to a passerby.

Images and Video

By default, when saved, all captured images and video files are stored encrypted files; viewable only by the
Provider Access user who captured them. All files are saved in the user’s Teladoc Health Media Vault to
provide added protection.

For convenience, these files may be saved in common formats, e.g., JPEG for stillimages. These files are no
longer encrypted and therefore are viewable by any user who can access them. As such, there are a few
recommended techniques for safeguarding PHI contained in these images and video:

» Ensure all personnel who have access to the Provider Access Software also have full permission to
access stored images and videos under the hospital’s policies and procedures.

» Make sure to store captured images and videos only on removable media (e.g., recordable CD-ROMs)
which can be taken with each user or on secure network drives.

* Do not save any captured images and video clips. Use these images and video segments only while
logged in for a virtual encounter.

Disclosure of PHI

If the physician plans to transmit or copy stored images or video to other individuals or organizations, e.g., to
a healthcare operator, the physician needs to abide by standard HIPAA codes governing who may receive
PHI and under what conditions. The hospital’s HIPAA compliance officer should be consulted for details.
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1-800-484-9119

https://intouchhealth.com/contact-us/

Email Support

ITHSupport@intouchhealth.com

Teladoc Health User Manuals

https://manuals.intouchcustomer.com

NTeIadoc Health

7406 Hollister Avenue, Goleta, CA 93117
Ph: +1.805.562.8686 * Fax: +1.805.562.8663

InTouch Health and InTouch Technologies are now a Teladoc Health company, and InTouch Health is a registered trademark of Teladoc Health.
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